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Background

* M.Sc. Degree in Computer Engineering —
Universita degli Studi di Napoli Federico Il

 Research Group: DESSERT
 Ph.D. start date: 01/11/2023
° SChOIarShip type: PNRR - DM 117/2023, Missione 4

- Componente 2 - Investimento 3.3 Dottorati innovative

* Partner company: DigitalPlatforms S.p.A.
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Research field of interest

Focused on the
intersection of Offensive
Security and Generative
Artificial Intelligence (Al),
aiming to develop
methodologies for
creating and evaluating
autonomous systems
capable of automating
offensive security
procedures
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Summary of study activities
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* PhD courses:
» Strategic Orientation for STEM Research & Writing
* Hands-on Network Intrusion Detection via Machine and Deep Learning
e Virtualization technologies and their applications
» Statistical data analysis for science and engineering research
e Using Deep Learning properly
* Innovation and Entrepreneurship
e |ELTS Advanced preparation course
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Research Activity (1), problem statement

e Problem:

" The rapid advancement of
Large Language Models
(LLMs) has significantly
enhanced the capabilities
available to attackers

e Objectives:

= A methodology to generate
and analyze complete
cyber attacks in post-
compromised scenario
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Vibe hacking:

how cybercriminals
are using Al coding
agents to scale
data extortion
operations

ABOUT CLAUDE CODE

Anthropic’s agentic coding
tool that lives in your terminal,
understands your codebase, and
helps you code faster through
natural language commands.

Summary

Today we are
tion srupted that represents
anew evolution in how cyber threat actors leverage Al—using coding

agents to actively execute operations on victim networks, known as “vibe
hacking”.

used Claude C ascaled
i i . hort timeframe. This

threat actor leveraged Claude’s code execution environment to automate
reconnaissance, credential harvesting, and network penetration at scale,
potentially affecting at least 17 distinct organizations in just the last

h healthcar Rency services, and religious

institutions.

The in Al-assisted
cybercrime, where Al serves as both a technical consultant and active
operator, enabling attacks that would be more difficult and time-

indivi manually. Thi h, which
security researchers have termed “vibe hacking,” represents a fundamental
shift in how cybercriminals can scale their operations.

Key findings

ur that erated
s that focused

multiple sectors,

theft and extortion. leveraged
based on
intelligence tools and scanning of Internet-facing devices. The actor

throughout their attack lifecycle, with Claude Code supporting
exploitation, lateral movement, and

The actor provided Claude Code with their preferred operational TTPs
(Tactics, Techniques, and Procedures) in their CLAUDE.md file that is used
as a guide for Claude Code to respond to prompts in a manner preferred by
the user. However, this was simply a preferential guide and the operation
still utilized Claude Code to make both tactical and strategic decisions—
how bestto p , which s
and how to craft psychologically targeted extortion demands. The actor’s
systematic approach resulted in the compromise of personal records,
including healthcare data, financial information, government credentials,
ner sensitive information, with

exceeding $500,000.
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Research Activity (1), Contribution

We focus on the automated
generation of complete
PowerShell-based attacks. The
main contributions of this
work are:

e Collection of malware-
related data

e Construction of a
comprehensive dataset

 Automated generation of
PowerShell malware

e Systematic assessment of
the generated samples
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Research Activity (2): Problem statement

Cybersecurity
Data

Challenge:

e Shared cyber threat intelligence (CTl) platforms often remain underutilized, as they

primarily serve as information repositories rather than actionable resources for cyber
incident response (IR) .

Research Focus:

* We aim to make shared threat intelligence platforms truly actionable by leveraging the
Agentic Al paradigm to autonomously orchestrate cyber incident response operations.
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Research Activity (2): Contributions

We are actively developing
methodologies to operationalize
shared threat intelligence for
automated incident response.

« Composing response plans

directly from shared threat Q ‘:_| F
intelligence platforms g v N @%_) HELDH

* Designing and refining Agentic T e e e
Al-driven workflows Intelligence Planning

 Define standards for IR and
CTl to enable their use within
an Agentic Al paradigm

e Systematically evaluating and
improving generated response
plan
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Future Work

Future Work will prioritize the development and evaluation of
offensive security methodologies enabled by the Agentic Al
paradigm, deepening experimental research and disseminating
new findings.
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Research products

Della Penna, S., Natella, R., Orbinato, V., Parracino, L., & Pianese, L. (2025). CTI-
[C2] | HAL: A Human-Annotated Dataset for Cyber Threat Intelligence Analysis. - Workshop

on Attackers and CybeCrime Operations (WACCO)
Published
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Thank you for your Attention !
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