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Summary of study activities 
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• First year
– Courses on computer systems modeling, modern technologies, and data analysis
– Literature reviews, proof-of-concept evaluations, prototype development for the

funding company
– Supervision of MSc students' theses
– Scientific writing

• Second year
– Courses on data analysis and English
– Literature reviews, proof-of-concept evaluations, development of foundational

work for my thesis while abroad
– Scientific writing

• Third year
– Course on scientific writing
– Literature reviews, refinement of the work done abroad, and development of new

research directions
– Supervision of MSc students' theses
– Scientific writing



Research area(s)
• My research focuses on: 

1. Industrial Cyber-Physical 
Systems (ICPSs)
• Several layers of complexity 

and vulnerabilities
2. Anomaly detection 

• Several data and anomaly 
types

3. Process Mining (PM)
• Process discovery 
• Conformance checking

4. Machine Learning (ML)
• Clustering, dimensionality 

reduction
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Layers of 
complexity Vulnerabilities



Research problem
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• Application of PM for anomaly detection in ICPSs



Research products
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PhD thesis overview
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• Problem statement 
– How can PM be used for anomaly detection in 

ICPSs?
– Existing ML solutions are process-agnostic and lack explainability
– PM for anomaly detection can help to provide process-based 

descriptions of the ICPS and improve the explainability of the 
results

• Objective
– Systematic development of flexible, 

explainable and effective PM-based anomaly 
detection for ICPSs
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PhD thesis motivation
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S1: The application of PM to low-level sensor data is
challenging

S2: The existing PM-based solutions are affected by low-
quality process models

S3: Noisy data affect the results of PM-based solutions too



PhD thesis contributions
Overview
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• Methodology for 
ICPS development

• Framework for PM-
based anomaly 
detection

• Validation against 
several industrial 
case studies



PhD thesis contributions
Methodology
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• The methodology is a procedure to characterize the 
reference ICPS and identify the type of data and 
anomalies to detect



PhD thesis contributions
Framework
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• The framework is a flexible set of steps and tools to 
integrate PM with ML based on the characterization of 
the reference ICPS
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• Pre-processing with ML enables unsupervised 
characterization of the reference ICPS and allows PM-
based time series anomaly detection (S1)

• ML improves the unsupervised characterization, leading to 
better PM-based time series anomaly detection 
effectiveness (S3)

• PM-based feature extraction combined with ML improves 
anomaly detection effectiveness while maintaining the 
explainable nature of PM (S2 and S3)
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PhD thesis contributions
Validation and results



Thanks for your attention

Any questions?
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