ey DI E (81N
TI ® NA

el

STFER
0 P L2, . "
2 A\ UNIVERSITA DEGLI STUDI DI NAPOLI
A RS
S PhD
i 0 6 & nformation technology
Ve A ectrical engineering

Vittorio Orbinato
Next generation Cyber Range-as-a-service

Tutor: prof. Domenico Cotroneo  co-Tutor: prof. Roberto Natella
Cycle: XXXVI Year: |

nformation technology
electrical engineering



My background

MSc degree: Computer Engineering (October 2020)
Research group: DESSERT
PhD start date: 01/11/2020

Scholarship type: MUR (PON Ricerca e Innovazione 2014-2020 -
“Dottorati innovativi con caratterizzazione industriale”)

Partner company: System Management S.p.A.
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Summary of study activities

Ad hoc PhD courses/schools:
Virtualization technologies and their applications

Conferences/events attended:

334 International Symposium on Software Reliability Engineering
(ISSRE), Charlotte, North Carolina, October 31 - November 3, 2022,
presenting author
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Research field of interest

My research field concerns the enhancement of training
environments for cybersecurity professionals, in particular Cyber
Ranges, which represent the most popular and widespread

solution.
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Research activity: Overview

My research activity was focused on addressing the two
main problems of Adversary Emulation:

Manual analysis of Cyber Threat Intelligence (CTI)
Lack of anti-detection techniques in threat emulators
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Research activity: Overview

A new approach was devised to automatically map unstructured CTI to

attack techniques described by cybersecurity frameworks (e.g., MITRE
ATT&CK).

T Dataset Construction
MITRE Text
ATT&CK Data Parsing » Data Enrichment > o
KB (STIX Tokenization
Format)
Dataset .
Definition Data Cleaning |«
Pre-processing Pre-processing
Stopwords Embedding
Removal
Stemming &
Lemmatization
Text
Representation
|
Classification Classification
Traditional ML Neural Network
Models Models

‘ ( PhD Vittorio Orbinato — YEP 7
e‘rij(e ;z‘w{m: E;Lwl;t‘; >



Research activity: Overview

Study on the lack of anti-detection techniques in open-source
Adversary Emulation tools. The results showed that their
activities are easily identified by the most popular antiviruses
(AV) and Endpoint Detection and Response (EDR).

Ubuntu 18.04 VM Windows 10 Enterprise VM

Agents

Adversary Profiles

Abilities

Operations

Planners




Research activity: Overview

Following the results of our study, we developed a new
threat emulation tool for virtualized systems. The tool was
tested against several AVs/EDRs, to demonstrate its
effectiveness in evading detection solutions in comparison
to state-of-the-art adversary emulation tools.
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Research activity: Overview

During my abroad research period, currently taking place at
the University of Coimbra (Portugal), | am working on the
definition of intrusion models to assess the security of

virtualized systems.
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Products

Orbinato, V.; Barbaraci, M.; Natella, R.; Cotroneo, D.

“Automatic Mapping of Unstructured Cyber Threat Intelligence: An Experimental
Study”

33" International Symposium on Software Reliability Engineering, ISSRE 2022,
2022
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Thank you for your attention

Contact:
vittorio.orbinato@unina.it
Room 4.07 — building 3/A — via Claudio 21
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